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Abstract

This study examined the relationship between cybersecurity measures and
operational efficiency in the Eastern Nigeria seaports. The study adopted an
explanatory research design; and surveyed one hundred and twenty respondents of
4 seaports in Eastern Nigeria. However, 114 copies were considered fit for the study.
The Pearson Product Moment correlation was used to analyze data retrieved from
respondents. The results indicate that cybersecurity measures have a very strong
positive and significant relationship with the measures of operational efficiency
(cargo dwell time, ship turnaround time and cargo throughput) in the Eastern
Nigeria seaports. Therefore, we concluded that the seaports in Eastern Nigeria
should adopt cybersecurity measures in order to maintain operational efficiency in
the long run. It was recommended that ports managers and stakeholders should
implement comprehensive cyber defense strategies, including regular vulnerability
assessments, data encryption, and real-time monitoring of networks in order to
achieve operational efficiency in terms of cargo dwell time, ship turnaround time
and cargo throughout.

Introduction

In response to new regulations and economic factors, the seaports in
Eastern Nigeria are digitizing their systems to enhance efficiency. They are
compelled to incorporate cyber technologies into port operations,
including process design, cargo handling, navigation, environmental
protection, pollution prevention, risk management, and port safety and
security, while adhering to the international and national standards set
forth by the SOLAS Conventions (IMO, 20193, 2019b, 2019c), the MARPOL
Conventions, and the ISPS Codes (Homeland Security, 2018).
Simultaneously, attackers have identified these technologies as a means to
infiltrate vital infrastructures and compromise their security.
Cyberattacks attacking digital systems are becoming prevalent. The
weaknesses of various cyber technologies and digital systems might result
in cyber-attacks that incur substantial financial losses due to company
interruptions and system recovery efforts. Ports serve as essential
connections in global supply networks, making them attractive targets for
cyberattacks (Ahokas et al,, 2017; Heilig & Vof3, 2017). Shipping and port
operators may be susceptible to five kinds of cyber threats: hacktivism,
cybercrime, cyber espionage, cyber terrorism, and cyber warfare (Ahokas
et al. 2017). Consequently, port managers and policymakers of Eastern
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Nigeria's seaports must comprehend the many cyber risks
that jeopardize port cybersecurity.

Ports are essential nodes in the global transportation
system that need robust security against cyber-attacks
(Akpan et al, 2022). Securing networks and information
systems has become paramount due to the vast volume of
data and the rapid technological advancements in the ports
and maritime sector (Bunyamin, Gizem & Pelin, 2021).
Maritime cybersecurity involves safeguarding shipborne
systems, shore-based operations, and communication
networks from cyber threats (Melnyk et al, 2023).
Effective cybersecurity in the marine sector requires a
comprehensive strategy, including technical,
organizational, and regulatory initiatives (Farah et al,
2023). Technological solutions, like encryption, intrusion
detection systems, and secure communication protocols,
are vital for improving cybersecurity in marine systems
(Walid et al, 2017). Organizational methods include
educating workers on cybersecurity best practices and
establishing incident response plans (Chowdhury et al,,
2022). Regulatory frameworks at both national and
international levels are essential for standardizing and
enforcing cybersecurity activities (Faria, 2020).

As digitalization in the maritime sector escalates,
cybersecurity has become a crucial area impacting the
safety of ship operations and port services. Cybersecurity
enhances the productivity and efficiency of port operations
along the whole logistical chain. In this context, sea
transport provides the most advantageous cost-benefit
ratio for managing substantial cargo quantities across
extensive distances, characterized by cheap costs and
efficient services, making it the predominant option for
international commodities transportation. The
contemporary globalization scenario necessitates that
ports provide services that enhance transport with agility,
safety, and efficiency to sustain market competitiveness
(Sanchez-Gonzalez et al. 2019). Efficient operations result
in diminished turnaround times for vessels, decreased
operating expenses for shipping firms, and enhanced client
satisfaction owing to dependable schedules (Hart, 2019).
The effectiveness of port operations, including ship-to-
shore gantry cranes, terminal area activities from
container stacks to berth-side, and the patterns of
container arrival and departure at entry gates, may impact
vessel turnaround time. Operational interruptions may
result in delays in production timelines and product
delivery, adversely affecting customer satisfaction and
operational efficiency.
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The aim of this research is to objectively investigate the
correlation between cybersecurity measures and the
operational efficiency of seaports in Eastern Nigeria. This
study examines a significant gap in comprehending the
correlation between cyber security measures and three
indicators of operational efficiency cargo dwell time, ship
turnaround time, and throughput of seaports in Eastern
Nigeria through the following research objectives:
evaluate the relationship between cyber security
measures and cargo dwell time at seaports in Eastern
Nigeria; investigate the relationship between cyber
security measures and ship turnaround time at seaports in
Eastern Nigeria and valuate the correlation between
cybersecurity protocols and cargo throughput at seaports
located in Eastern Nigeria.

Cyber Security Measures

Cybersecurity measures include digital protections,
including firewalls, data encryption, and secure networks
(Fettermann & Eltayeb, 2020). The ongoing advancement
of technology has resulted in the absence of a globally
accepted definition of cyber security. General definitions,
however, underscore that the term include defensive
strategies to identify and thwart unauthorized third
parties. The US National Institute of Standards and
Technology (NIST) defines cyber security as the capacity of
cyberspace to safeguard and defend itself from cyber-
attack activities (NIST, 2019). Cybersecurity encompasses
a comprehensive array of rules and practices designed to
manage personal data, ensuring its confidentiality and
integrity to mitigate cyber-attacks. Organizations with
strong data security measures are more effectively
positioned to manage risks associated with cyber-attacks
(Alzighaibi, 2021). Cybersecurity measures are essential
for mitigating organizational risk by protecting
information systems from dangers such as data breaches
and cyber-attacks. These include firewalls, encryption,
and multi-factor authentication, which assist in preventing
data loss, data leakage, and ensuring data accessibility.

Although digital transformation in ports can enhance
operational and managerial efficiency, the quest for
competitive advantage frequently leads to the neglect of
critical security concerns, particularly cyber risks, thereby
disrupting the equilibrium between the advantages and
hazards of this process (Marques-Guedes 2018). An
insecure cyberspace, characterized by inadequate
cybersecurity measures, is susceptible to various cyber-
attacks (Ahokas et al. 2017). Cyberthreats are a significant
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risk for global logistics and transportation security within
the marine sector. As shipping increasingly relies on
digital technology such as automated vessel traffic
management, IT systems, and electronic data
transmission, it becomes more susceptible to cyberattacks.
A cyberattack is an offensive action aimed against
information technology (IT) and operational technology
(OT) systems, computer networks, and personal
computing devices, with the intent to compromise,
damage, or access organizational and maritime systems
and data. Digitalization is crucial for port efficiency and
competitiveness, including automated trucks, stacking
cranes, gate automation, optical character recognition,
license plate identification, automated teller machines, e-
tracking services, and wireless gadgets. Confronting the
cybersecurity difficulties encountered by marine ports
requires a comprehensive strategy that integrates
technical, procedural, and human factors (Fenton, 2024).
Implementing modern technical solutions is a crucial part
of enhancing cybersecurity in the marine industry.

Cybersecurity measures are activities implemented to
safeguard a device or its system against assaults and
unauthorized access, aiming to provide a steady state of
security in cyberspace, characterized by protection and
reliability (Ahokas et al. 2017). Essential cybersecurity
duties include safeguarding information, networks, and
data against unauthorized access, preserving data
integrity, and ensuring access is restricted to authorized
persons only. In the realm of cyber security, tools used to
safeguard against malware, computer and network
assaults, identify unauthorized access, and mitigate
infections are included. As ports adopt digitalization, they
encounter an increasing number of cyber events that
interrupt operations and cause significant economic harm,
highlighting the need for robust cybersecurity measures.
Port cybersecurity is of paramount significance for
guaranteeing safety and security by implementing
effective security protocols and disseminating them to
shipping lines and other pertinent operators. The
inadequacy of cybersecurity and port policies increases
vulnerability in safeguarding digital assets and
infrastructure (Moerel & Dezeure, 2017).

Operational Efficiency

Operational efficiency refers to how effectively the port
manages its resources such as berths, cranes, labour, and
equipment to minimize delays and maximize the
throughput of ships (Stephen, 2024). High operational
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efficiency at the port would mean that ships are processed
quickly, with minimal waiting time, ensuring that cargo is
loaded and unloaded swiftly. This would involve
optimizing processes such as berth allocation, crane
operations, and coordination between different port
services. Efficiency is defined as the result of input divided
by output. There has been minimal progress in enhancing
effectiveness and efficiency in the management of Nigeria's
ports to meet the International Maritime Organization's
regulations regarding cargo clearance. Furthermore, when
comparing the operating data of the port in question with
that of neighboring ports, it becomes evident that the
operational reliability of the surrounding ports is more
resilient and stronger. Hence, it is imperative to reassess
Nigeria's port operations in order to enhance the ports'
competitive standing in both the global and regional
marketplaces.

The performance of seaport operations is inextricably tied
to the efficiency of terminal operators, the availability of
cargo handling equipment, and the logistics dynamics of
cargo dwell time. Notably, industries engaged in non-time-
sensitive cargo tend to experience smoother trade
facilitation compared to time-sensitive sectors, which are
frequently constrained by inefficiencies in port operations
(Kin, 2002). The ability of terminal operators to procure
and deploy the appropriate cargo handling equipment
demanded by shippers not only enhances their throughput
capacity but also serves as a significant attraction for cargo
traffic to their facilities. Steenken et al. (2004) offer a
practical framework for measuring port performance
through the lens of terminal operations. Their simulation-
based models link key variables such as: Berth occupancy
rate, Cargo handling time, ship turnaround, Storage yard
congestion. These metrics collectively define the efficiency
of port operations and highlight the need for real-time
system feedback loops to prevent operational bottlenecks.
Thus, the measures of operational efficiency employed in
this study were; ship turnaround time, cargo dwell time
and throughput.

Ship Turnaround Time

The entire amount of time it takes for a ship to do all the
port-related tasks from the moment it arrives until it
leaves is known as the ship turnaround time (Nnwaogbe et
al. 2023; Mensah et al. 2023). According to Nze et al.
(2018), the operational indicator of productivity that
measures the time at which a vessel entirely departs the
port is the idea of ship turnaround time (STRT), defined in
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hours or days. This is the period that elapses between
when a vessel enters the port and when it leaves. Since
STRT shows how efficiently the port's superstructures and
cargo handling equipment are being used, it is a big
component that impacts the ports that ship owners and
operators choose, according to Nwokedi et al. (2021). The
time it takes for a ship to dock, unload its cargo, and leave
the port is called its turn-around time. One indicator of a
port's efficiency and trade competitiveness is the amount
of time vessels spend there (UNCTAD, 2019). Shipowners
benefit most from the fastest ship turnaround time since
the amount of time a ship spends in port has a significant
impact on its profitability. Therefore, the shorter the time
ships spend in ports, the more money they make.

Cargo Dwell Time

Cargo dwell time, as defined in the Nigeria Ports Authority
(NPA, 2016) handbook, is the amount of time that a
consignment of goods waits to be transported by ship for
export or evacuated by rail or road for import. Cargo dwell
time (CDT) is the amount of time a cargo or ship spends
within a port. It measures the total time cargo spends at
the terminal from unloading to final evacuation and serves
as a proxy for gauging port efficiency, competitiveness, and
logistics fluidity (Nze, Ejem, & Nze, 2020). The time spent
between the time the cargo arrived in the port and the
moment the consignee or his representative picked it up
from the port's premises after all permits, customs
clearances, and other formalities have taken place is
known as the cargo dwell time. It is a critical performance
indicator in port operations, reflecting the efficiency of
cargo handling, customs clearance, and logistical
processes. The longer the dwell time, the more inefficient
the port operation, leading to higher costs, congestion, and
delays. Reducing dwell time is a primary objective for
many ports worldwide, as it directly impacts the speed at
which goods can be processed and transported. For ports
in emerging economies like Nigeria, minimizing dwell time
is key to boosting their trade capacity, attracting
investment, and ensuring a seamless connection to global
supply chains.

Cargo Throughput

El Imran and Babounia (2018) state that cargo throughput
is defined as the total amount of cargo handled during a
certain time, expressed in TEUs or metric tonnes. A port's
cargo throughput is the total tonnage of cargo it handles or
facilitates, which includes export and import cargo of
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different categories. National economic growth, trade
facilitation, and sustainable urban development are all
influenced by port cargo throughput, which is an
important metric for evaluating port operational activity
and levels of regional economic development (Cong et al.,
2020; Xiao et al., 2024). The port may be experiencing low
revenue production and deteriorating performance when
the cargo throughput value is low. Since port cargo
throughput is based on vessel traffic statistics and size,
stronger performance in this area is suggestive of better
port operations and, by extension, higher revenue profits,
since cargo and ship charges are the primary sources of
income. A port city's economic status and degree of
growth may be reflected in its cargo throughput.

Empirical Review

Aderinto and Adeniran (2025) looked at how
cybersecurity risks affected the bottom lines of Nigeria's
publicly traded commercial banks. An ex-post facto
research design was used in the study. This study's
population includes all fourteen (14) commercial banks
that are listed on the Nigerian Exchange Limited. Ten (10)
named commercial banks were chosen at random from
this pool of participants using a judgmental sampling
approach. We used robust least square regression to
evaluate our hypotheses. Earnings per share of listed
commercial banks in Nigeria are negatively impacted by
financial losses caused by cybersecurity vulnerabilities,
according to the report. Cybersecurity risks are significant
financial worries that have an immediate impact on profits,
in addition to being technical or operational hurdles.
Another research that looked at how cybersecurity
procedures affected supply chain performance in the
banking industry of Jordan was Al-Khatib, Ibrahim, and
Alnadi (2025). Results were obtained from 250 digital
banking customers' surveys and 40 managers' surveys;
220 of these were deemed legitimate for analysis using
IBM SPSS V26 and PLS-SEM V4; 30. The results of this
research show that cybersecurity policies have a
favourable effect on the efficiency of the supply chain in
Jordanian banks. A other research that looked at the
impact of cybersecurity and data protection methods on
risk reduction for a corporation was Ali et al. (2025). The
authors used a quantitative research paradigm to survey
data protection officers, cybersecurity experts, and IT
managers from a variety of industries. Using regression
analysis, this study looks at the connection between
cybersecurity measures, data security, and the consequent
decrease in risk. The survey found that organizations may
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lower their risk levels with the use of cybersecurity
solutions and clear data protection policies. In their study,
Ren et al. (2024) looked at how digital progress affects the
resilience of port security. Using provincial panel data
collected between 2010 and 2019, this research
empirically examined how digital growth affected the
resilience of port security in 16 provinces along China's
coast and in the Yangtze River Economic Belt. There is
substantial variety and long-term impacts, but overall, the
data show that digital growth makes port security more
resilient. Listed Nigerian food and beverage firms'
financial performance was studied by Aminu (2024) in
relation to cybersecurity measures. The study evaluated
the effectiveness of cybersecurity measures using multiple
regression analysis and an ex post facto research
approach. The findings showed that cybersecurity
expenditures increase shareholder value and that
cybersecurity measures and regulatory compliance greatly
improve financial performance. Up until now, researchers
have used several proxies to study the correlation between
cybersecurity measures and operational efficiency.
However, fundamental research on how cybersecurity
measures might enhance seaport operating efficiency is
lacking. To fill this knowledge vacuum, this study analyses
how seaports in Eastern Nigeria's cybersecurity measures
affect their operating performance.

Theoretical Background

This paper is grounded on the High Reliability Theory
(HRT). High reliability theory (HRT) is concerned with
how complex organizations operating in high-risk
environments maintain consistent and error-free
performance (Roberts, 1990). Ports are critical
infrastructures where lapses in security can result in
significant economic and safety consequences suggests
that achieving operational efficiency under high-risk
conditions requires a strong culture of safety, real-time
monitoring, redundancy, and continuous learning. This is
echoed by Fettermann and Eltayeb (2020), who stress the
integration of physical and cyber defense mechanisms to
safeguard digital port operations. HRT supports the
argument for proactive risk management and institutional
learning as foundations for improving port security and
efficiency. The study is thus guided by the following

hypotheses:
Hoz: There is no significant relationship between
cybersecurity measures and  operational

efficiency of seaport in Eastern Nigeria.
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Hoz: There is no significant relationship between
cybersecurity  measures and  operational
efficiency of seaport in Eastern Nigeria.

Hoa: There is no significant relationship between
cybersecurity = measures and  operational
efficiency of seaport in Eastern Nigeria.

Method and Materials

The study adopted an explanatory research design to
examine the relationship between cybersecurity measures
and operational efficiency of seaports in Eastern Nigeria.
The examination of this study was done at the
organizational level. Four (4) seaports operating in the
Eastern Nigeria constitute the population of the study. The
study took a census, and surveyed a total of 120
respondents on a sample frame of 30 respondents per
seaport. 114 copies were considered fit for the study. The
questionnaire appeared in the form of 5- point Likert scale
and data gathered were analyzed using mean, standard
deviation, frequency distribution and percentage for the
univariate analysis; and the Pearson Product Moment
Correlation (PPMC) for bivariate analysis. The SPSS aided
all the analyses.

Results and Discussion
Univariate Analysis

The data distribution for the properties of cybersecurity
measures as revealed on Table 1 shows that majority of the
participants affirm to these items and indicators as
substantially characterizing their behavior and the
management of the interventionist agencies in Eastern
Nigeria. Results indicate that most of the participants
identify with cybersecurity measures as substantially
expressed. Result from the analysis indicates that the
indicator substantially reflected within the context of
leadership in the target organizations, thus shaping and
characterizing the organizations of interest.

Operational Efficiency

Analysis on the measures of organizational efficiency, as
depicted on Table 2, affirm to the capacity of the ports in
Eastern Nigeria for turnaround time, dwell time, and
throughput. The result reflects the substantiality of the
properties of operational efficiency, demonstrating its
correspondence and relationship with the various
elements and constituents of its environment. This is as the
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outcome of the analysis reveals all mean distributions for
the indicators to be above the adopted benchmark of x = 2;

Table 1: Univariate Distribution for Indicators of Part Security Strategies

Transportation System and Logistics

suggesting a general or average position that can be
considered as agreeing to the variables of interest.

Dimensions Indicators N Mean Std. Deviation
The port utll.lzes secure digital s.ystems for 114 31228 131795
documentation and cargo tracking.

Cyberse.curlty p.rotocols such.as firewalls ar.ld 114 29474 145640
encryption are implemented in port operations.

Cybersecurity The port.s.I.CT systems are regularly audited for security 114 31579 116421

measures vulnerabilities.

Cybersecurity b'reach'es lllave negatively impacted 114 3.0351 134316
stakeholder satisfaction in the past.
Im;.)rove.d digital security has enhanced trust and 114 31667 117433
satisfaction among port users.
Valid N (listwise) 114
Table 2: Univariate Distribution for Indicators of Operational Efficiency
Measures Indicators N Mean Std. Deviation
Ships berth and depart within scheduled time without 114 31316 132714
unnecessary delays.
Security screening of vessels is completed efficiently
and without bottlenecks. 114 2.9737 148420
T}Jrnaround Improved port security has positively affected vessel 114 32193 1.21027
Time turnaround time.
Delay§ in Yessel handling are mostly due to poor 114 30614 137155
coordination among agencies.
Yessel turnarour}d is faster in ports with well- 114 31404 114349
integrated security protocols.
Cargo is cleared within a reasonable time after arrival. 114 3.3246 1.34029
Delay§ in cargo release are often caused by repeated 114 39105 122275
security checks.
) Efficient security procedures reduce the time cargo

Dwell time spends in the terminal. 114 3.0000 1.30350
Securlt}/ agencies coordinate well to reduce cargo 114 3.3070 1.32456
dwell time.
Automated cargo clearance processes have helped 114 31491 115393
reduce dwell time.
The volume of cargo handled at the port has increased 114 30263 137268
In recent years.
Security measures in place facilitate faster handling of 114 29474 149833
cargo and containers.

Throughput The port is c:jlpable of processing large cargo volumes 114 31140 130864

without significant delays.

Throgghput is negatively affected by inefficient 114 29386 151853
security processes.

Well-trained security personnel contribute to higher 114 31930 124714
port throughput

Valid N (listwise) 114
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Bivariate Analysis
Cybersecurity Measures and Operational Efficiency

The test for the significance of the relationship between
cybersecurity and the measures of operational efficiency is
examined and presented in Table 3. Result from the
analysis shows that cybersecurity measures is an
antecedent of all three measures of operational efficiency.

Transportation System and Logistics

This is as the outcome of the tests show that cybersecurity,
significantly influences turnaround time (R=0.998 and P =
0.000), dwell time (R= 0.986 and P = 0.000), and
throughput (R= 0.987 and P = 0.000). The test shows that
cybersecurity contributes significantly to the operational
efficiency of the Ports in Eastern Nigeria. Thus, following
the outcome of the analysis, and the evidence of
significance in the relationship between the variables, all
related null hypotheses are therefore rejected.

Table 3: Cybersecurity and the Dimensions of Operational Efficiency

Cybersecurity Turnaround
Measures Time Dwell Time Throughput
Cybersecurity Pearson 1 0.998™ 0.986™ 0.987"
Measures Correlation
Sig. (2-tailed) 0.000 0.000 0.000
N 114 114 114 114
Turnaround Time Pearson 0.998™ 1 0.982™ 0.989"
Correlation
Sig. (2-tailed) 0.000 0.000 0.000
N 114 114 114 114
Dwell Time Pearson 0.986™ 0.982™ 1 0.971"
Correlation
Sig. (2-tailed) 0.000 0.000 0.000
N 114 114 114 114
Throughput Pearson 0.987* 0.989™ 0.971* 1
Correlation
Sig. (2-tailed) 0.000 0.000 0.000
N 114 114 114 114

Seaports in Eastern Nigeria were the subject of this
research, which aimed to evaluate the relationship
between cybersecurity measures and operational
efficiency. Statistical analysis revealed a very favourable
and statistically significant relationship between
cybersecurity measures and operational efficiency as
measured by cargo dwell time, ship turnaround time, and
cargo throughput. The results of this study support the
empirical stance taken by Al-Khatib, Ibrahim, and Alnadi
(2025), who investigated the effect of cybersecurity
practices on the efficiency of the supply chain in the
banking sector of Jordan and concluded that such practices
do, in fact, affect the efficiency of the supply chain in that
sector. Ship turnaround times are decreased, operating
expenses are lowered, and customer satisfaction is raised
owing to predictable schedules as a result of efficient
operations (Hart, 2019). The current results back up the
claims that clear data protection policies and cybersecurity
measures help lower an organization's risk levels (Ali, et
al, 2025); and that cybersecurity measures, along with
regulatory compliance, greatly improve financial

performance, and that cybersecurity investments increase
shareholder value (Aminu, 2024). Although there is
considerable variety and long-term impacts, our results
corroborate the claim that digital growth improves port
security. In 2024, Ren and colleagues worked on

Conclusion and Recommendations

This study finds that cyber security measures are highly
correlated with the operational efficiency of seaports in
Eastern Nigeria, based on its findings and their coherence
with comparable research. This conclusion emphasizes
cyber security measures as a port security plan that
monitors cyber risks inside a port and may progressively
create an active environment for effective port operations.
The study advised that port managers and stakeholders
implement robust cyber defence strategies, encompassing
regular vulnerability assessments, data encryption, and
real-time network monitoring to enhance operational
efficiency regarding cargo dwell time, ship turnaround
time, and cargo throughput.
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